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Questions?

Click Q&A at the bottom

Of your screen
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Submit questions

In this section

L NC N Q8A

Welcome to Q&A

Questions you ask will show up
here. Only host and panelists
will be able to see all questions.

[ Type your question here...

é’. Who can see your questions?




To obtain this presentation

Visit the Knowledge
Center on the

Senturus website

to download this
presentation and explore

other assets.

senturus.com/resources
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Agenda

Introductions

Role delegation

Workspace administration

Data governance

Content administration

Internal / external sharing

Senturus overview and additional resources
Q&A
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Introductions

Todd Schuman Steve Nahrup Steve Reed-Pittman
Business Intelligence Solutions Senior Microsoft Solutions Director, Enterprise Architecture
Architect Architect and Engineering
Senturus, Inc. Senturus, Inc. Senturus, Inc.
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Poll

How confident are you that your company has properly
secured governance across your Power Bl
environment?

* Very secure
Moderately secure
Fairly insecure
Completely insecure
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Licensing resources

Different Power Bl and
Fabric capacities

Power Bl premium
features

Different Power Bl
user licenses

Fabric pricing

Fabric licensing Power Bl pricing
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https://learn.microsoft.com/en-us/power-bi/developer/embedded/embedded-capacity
https://learn.microsoft.com/en-us/power-bi/developer/embedded/embedded-capacity
https://powerbi.microsoft.com/en-us/pricing/
https://learn.microsoft.com/en-us/power-bi/fundamentals/service-features-license-type
https://learn.microsoft.com/en-us/power-bi/fundamentals/service-features-license-type
https://azure.microsoft.com/en-us/pricing/details/microsoft-fabric/
https://learn.microsoft.com/en-us/fabric/enterprise/licenses
https://learn.microsoft.com/en-us/power-bi/enterprise/service-premium-features
https://learn.microsoft.com/en-us/power-bi/enterprise/service-premium-features

Administrator
types

Microsoft 365 — global administrator
Create users/security groups
Assign licenses

Full control over Power Platform and Power Bl

Power Platform admin
Dynamics 365, PowerApps, Microsoft Flow

Full control over Power BI

Fabric administrator
Previously known as Power Bl Administrator
Power Bl Desktop
SAAS — Power Bl service
Power Bl mobile apps
Setup tenant(s)
No access to Power Platform/Office 365

* Being updated as Fabric continues to roll out
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Setup admins using O365

Roles and administrators | All roles

Senturus, Inc. - Azure Active Directory

Account Devices Licenses and Apps b ail OneDrive «

all roles

~+ Mew custom role 8] Delete custom role i Downl

0 Get just-in-time access to a role when you need it using PIl|
Protected actions

Diagnose and solve problems ". External ID User Flow Attribute Administrator

. ", External Identity Provider Administrator
rity

- "» Fabric Administrator
Access reviews

USE‘T“EI’“ E' . " Global Administrator
sudit logs

". Global Reader
3ulk operation results

2112019newtest@themeasuredproduct.com

" Global Secure Access Administrator
bleshooting + Support

MEHEQE‘ Lusername New support request

". Groups Administrator

". Helpdesk Administrator

", Hybrid Identity Administrator

". Identity Governance Administrator
" Insights Administrator

". Intune Administrator

Groups Roles

". Kaizala Administrator

Game Marketing Org Mo administrator access :'““"‘“‘9”9“”””‘“”"““”
4 License Administrater
. . » )
Gaml I'Ig |n5|g |.I tS Su ppDrt Team Maﬂage rC}IEE 4 Lifecycle Worldlows Administrator
". Microsoft Hardware Warranty Administrator

". Network Administrator

Manage groups
". Office Apps Administrator

". Password Administrator

" Permissions Management Administrator

". Power Platform Administrator
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Separation of
user roles

« Best practice: use groups vs.
iIndividual users

« Setup admin groups

Define global admin group
Define Power Platform admin group

Define Fabric admin group

* Setup user type groups

Workspace admin
Data stewards
Testers
Developers

Consumers (by business function)
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Privileged identity
man ag em ent - Time-based and approval-based role

activation

* Reduce risk for excessive, unnecessary or
misused access to import resources

- Start/end date
» Allow users to request temp role access

Add assignments

Privileged Identity Management | Privileged access groups (Preview)

Membership  Setting

Assignment type @

(®) Eligible
O Active

Maximum allowed eligible duration is 1 year(s).

Activate - Member X

Privileged Identity Management | Privileged access groups (Preview)

Roles  Activate  Status

: *
ASS|gnment starts D Custom activation start time

‘ 10/1 3/2021 rj H 2:22:56 PM I Duration (hours) © -
!_pj 8 |

*Reason (max 500 characters)

Assignment ends *
| 10/13/2022 (9 || 2:22:56 Pm |

'!'-_‘@SENTURUS n



Privileged identity management

Included in Microsoft 365 E5

* Include Power Bl Pro

* Includes Azure AD Premium P2
(renamed Microsoft Entra ID P2)

Azure AD (renamed to
Microsoft Entra)

#SENTURUS

Microsoft 365 Apps for
enterprise

The enterprise sgition of the Micraseft 365 apps plus
cloud-pased file siorage snd sharing, Business amai

notincluded:

$12.00 oo
(Annusl suBseription—a0ts ranewsi
Try for free >
Ses trigl terms’

Learn more >

<

Microsoft 365 on the web with create and edit
rights for enline versions of core Micrasoft 365
2pos

" Install apps on up 10 five PC, fue tblats, and
five mabile devices

<

178 of OneDrive cloud storage

Anytims prons and web support

Apps and services included

OneDrive Micrasoft Access
{BConly)

Delve

Microsoft Forms

Office 365 E1

Business services such as email. file storage and
sharing, OFfice on the web, meetings, and 1M, an3
mere. Microsoft 365 apps not included.!

$10.00 cermens

(annusl sokscrgtion—suts ranens):

Try for free >
See sl terms?
Learn more >
" Microsoft 365 on the web with create and edit
righss for onlinz varsians of core Microsaft 385
2pps
" Email, fie sorags and sharing, mastings, and
instant messzging
178 of OneDrive cloud storags
" autio conterancing for up to 7,000 amandass

Anytime phene and web suppart

Apps and services included

H e X D

Microsoft  Onelrive Echange  SharePoint

Automate

L 4

Micrasoft

ToDo

Office 365 E3

Allthe features included in Microsoh 365 Apps for
entarpriss and Offics 365 £1, plus some sacurity an3
compliance capabiltisss

$23.00 wermrn

(Annusl subseription—sute ranens -

Try for free »

Ses wial tems?

Learn mare >
Everything in Dffice 365 E1, plus:

" Inszall Micresod 265 Apps on up to five PCs or
Maes, fue tablats, and five mabils dsviess per
=

~ Message encrypiion

" Rights manzgement

" Dataloss prevantion for email and files

Apps and services included

Microsoft  OneDrive

Viva Fngage

Vivg
Connections

Viva Insights OneNote  Delve
Microsoft Microsoft  Power Apps
Stream Forms.

Power Microsoft  Microsoft To

Automate. Plannsr

Office 365 E5

All the features inciuded in Office 385 E3. plus
some sdvanced securty nd compiiancs, anaiytics
=nd voice capaiitiss -

$38.00 wrmers

[&nnusl subseripion—sute renews
Try for free >
Ses trizl termst

Leam more >
Everything in Office 365 E3, plus:

" Aduznesd szcurity and complisnes capabilities
< Call zantrol ana PBx capabilfties in the cloud

" Scalable business analytis with Fawer 31

Apps and services included

Word Ewel  Powerfoint  Outiook
Microsoft  OneDrive  Microsoft  Microsoft

Teams Aecess (PC Pubiisher
only) (PC only)

HQ:E

Bxhange ShaePoimt  Vie  ViaEngage
ns

Deive

Viva Insights:
Microsoft Bower Apps
Stream

<

. Power  Microsoft Microsoft To
Auomate  Vimal  Planner
Agents

PowerBl  Microsoft
Pro Publisher

PConly)
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Workspaces
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XLS workbooks

Datasets

Data flows
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My Workspace

Visible to only you

Other users can not
access/collaborate

Pro users can move/publish
to a shared Workspace that
they have been given
contributor access to

%) SENTURUS
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Workspace
proliferation

#1 Issue - Need to avoid

* Duplicates/conflicting
Information

* Might seem OK now,
guickly gets out of hand

« Settings/best practices to
prevent this from occurring

{1 SENTURUS 16
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Workspace
settings

Admin porta

Tenant settings
Usage metrics Help and support settings

b Publish "Get Help” information

Premium Per User he entire o,

rganization
Audit logs
Domains (preview) @

Capacity settings

b Receive email notifications for service outages or incidents

I Users can try Microsoft Fabric paid features
Refresh summary d for the entire organizati
Embed Codes L
I Show a custom message before publishing reports
Organizational visuals Disat r the entire organization

Azure connections

Waorkspaces

Custom branding Workspace settings

Protection metrics 4 Create workspaces (new workspace experience)

Enabled for the

re organization |

Featured content

Users in the organization can create app workspaces to collaborate on daspboards,
reports, and other content. Even if this setting is disabled, an upgraded wakspace will be
created when a template app is installed.

@D crabled

@ The permission to create workspaces in the new workspaces experience preview is
currently controlled by the permission to create groups in Office 365. By clicking
Apply, the values belc Il control which users can cre. vorkspaces in the new
warkspaces experience previ Learn More.

Apply to:
(®) The entire organization

| () Specific security groups

| | Except specific security groups

SENTURUS




Workspace
access/permissions

Always use groups vs. USers

Define Workspace user type
access (admin, member,
contributor, viewer)

Viewer = consumer/manager type

Will allow user to get see
Workspace/app

View content, data sets hidden
Unable to edit or publish

{1 SENTURUS
e

Contributor = developers/content creators

Full control over content - create/edit/delete (can
delete datasets)

Unable to share or publish workspace
Member

Publish, share and create apps

Create other members, contributors, viewers
(unable to create admins)

Admin

Full control

Add and create other admins



. 4
Deployment pipelines

52 Production

Vour content has baen tested and s ready to distributa to your consumers a5 an
app or by access to the production workspace.

£ Development 1P Test
Design, review, and revise your content in 3 development workspace. When it’s Test and verify your content in a praproduction workspace. When it's ready to
ready to test and preview, deploy the content to the test stage. distribute, deploy the content to the production stage.

Choose a workspace to assign to this stage Choose a workspace to assign to this stage Choase a workspace to assign to this stage

| Select - ‘ Select - | Select v "
Why can't | see all my workspaces? Why can't | see all my workspaces? Why can't| see all my workspaces?
Assign a workspace Assign a workspace

Assign a workspace

HE s
"o g

I Development Leam more Test Leam more © Production Leam more &

Design, review, and revise your content in a development workspace. When t's Test and verify your content in a preproduction workspace. When it's ready to Your content has been tested and is ready to distribute to your consumers as

ready to test and preview, depioy the content to the test stage. distribute, deploy the content to the production stage. an app or by access to the production workspace.

@ sales Dev @ > @ sales Testing R Depioyed: 7/16/2021, 2:12:27 PM : @ sales Reporting 4} Deployea: 7/16/2021, 2:19:40 PM

¥ oamnows B oamsers al sevors @) oasusoamos 3 ommnows @ oamsirs aly mwvosts () oaswwoaros P ommows B oamses aly reorTs () oasmsoaros
»

0  [— 0 0 | P— 0 0 | P 0
Compare pare

Prerequisites
* Pro license
* Workspace admin

» Dedicated capacity SPPU or
premium/embedded

Define data source parameters
DEV, QA, PROD

« Server name, database name,
schema, etc.

 Set specific connections for
workspace

Move all or individual objects

Define Workspace groups for
each

- Developer group for dev, test team
for test, etc.



Data governance

o
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Self service

“Self-service business intelligence (BI) offers the
potential to eliminate the bottleneck that currently
hinders communication between IT professionals
and business users. However, it's important to
acknowledge that if data is provided to a diverse
group of data consumers without the
implementation of appropriate safeguards, it could
lead to a state of data chaos.” — ChatGPT

Single version of “the truth”
Endorsements
What to do with local Excel?

Centralized datasets and data flows

{71 SENTURUS
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Single version of the truth

* Dedicated datasets Workspace F @ [%
Get Excel Onelakedata SOL
* Share across workspaces dataw workbook  hubv  Serve
- Eliminate having multiple copies of the same Common data sources
dataset : pending
- Users connect directly to published Power Bl el werkook
datasets 5"_'@ Power Bl datasets |
- Avoid new connections if existing datasets [3 Datafiows
already provide data and are certified -
Dataverse
* Schedule refreshes -

"!'g‘éi,:;;iSENTURUS 22



Endorsements

* Promoted
» Can only be done by owner

» Certified
* Should be restricted

* Add security group i.e., Power Bl
Certifiers to allow certification

» Datasets with certified status show
at the top of the list, followed by
Promoted

&Y ';;5: SENTURUS

4 Certification
Enabled for a subset of the organi.

Choose whether people in your org or specific security groups fy ems (
apps. reports, or datamarts) as trusted s f the wider g

Note: When a user certifies an item, their ¢ ct details will be visible along with the

Specify URL for documentation page
‘Enter URL

Apply to:
O The entire organization

Delegate setting to other admins

I:‘ Domain admins can enable/disable

Apply Cancel

Certified
~ ‘Sig nifies the content is trustworthy

g- |Promoted
l ¥ Amplifies that the content is available

23



Excel

- Early adoption usually requires

reliance on existing Excel
« Upload Excel workbooks into

Power Bl service
- Enable “Analyze

in Excel”

in Excel

Users can work

Online

« Centralize
® Restrict Export to XLS/CSV

Excel Workbooks

- Static data, no longer in sync




Data flows

Centralize Power Query/M

transformations in Power Bl service DD
- Power Query transformations in desktop Di--:ﬂ
do not get published @
7 { ss
Additional layer of security R AP DD > S
* Prevent direct access to DB LEILDZ] On Braniless Gaveway Cllshar g %
Azure Datasets
Better control of refresh granularity e IR
- Refresh the data that is updated, ignore @ B
data that |S nOt On-Premises Data

(@ (@ (@

‘%?@ssmunus 25






Custom visualizations

Power Bl visuals

b Allow visuals created using the Power Bl SDK 5

I I .
¢ re e / p al d Enabled for the entire organization o .

[N

Add and use certified visuals only (block uncertified)
Enabled for the entire organization

Users in the organization with permissions to add and use visuals can add and use 2y
certified visuals only. Visuals allowed in the "Organizational visuals” page are not affected (3

* Block uncertified visuals s |

@ This setting applies to the entire organization

* Power Bl Certified (blue starburst) | .. .

b Allow downloads from custom visuals
Disabled for the entire organization E

* AppSource
 No external calls

* Explicitly add visuals in admin portal
* Default to disabled

* Need to enable
Premium Per User + Add visual - ‘ C Refresh 4 Export
Audit logs

. . : o
¢ C al I b e d I S ab I e d I f I I e e d e d e €8 i souree Changed  ~ Visualization Pan
Capacity settings

QU Text Filter & AppSource Aug 29, 2023 Enabled

Tenant settings

Refresh summary

Disabled

[P Power kPl Matrix 8 AppSource Aug 29, 2023

QSENTURUS



Row-level security

L1 Power Bl Desktop

Y Hard code security groups
>4 Dynamic RLS

W “View as’ to test

@@ Publish to Workspace

..g.'.'._-:,f;gSENTURUS

Manage roles

Group name: North sales reps
Filter: region = North
Assign to North sales rep group

Security table
Email address = username()

28



Publishing apps

* Workspaces for development Advanced settings
- Contributors/members Navigation pane
@ Expand navigation pane by default
‘ Apps for consumers O Collapse navigation pane by default
* Viewers
- Designed to present content Global app settings
° GIObaI app Settlngs ﬂ Install this app automatically.
 Install app automatically ‘:l Allow users to make a copy of the reports in this app.
 Eliminate need to find and add

» Allow users to make a copy of report
« Keep unchecked Oour Gowen O e

Manage your aud o Suclaggiog ihe.

« Create audience

* Map to user group o
 Limit multi page report views o

& m 0 o

29.358.677.22
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Internal/external sharing
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Settings to Prevent Duplication

Publish to web

Embed codes

Export to PDF, HTML, images
Allow guest users/B2B

Guest share and collab

Copy and paste visuals

Print reports/dashboard

V{73 SENTURUS 31
Selr



Ongoing Administration

Audit Usage

Engaging users for usability
feedback.

Setting criteria for dashboard and
report accuracy testing.

lterative improvements based on
findings.

% SENTURUS
Sl
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Additional resources

Unbiased product reviews “Technical tips Insider viewpoints

TIPS AND TRICKS

.

Product demos
3gM O sesmM O 498% O

t WORLD $1
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Yo torary
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Upcoming events

Microsoft Fabric & You!
Thursday, October 12, 11am PT (2pm ET)

Chat with Pat: Publishing and Using the Power Bl Service
Wednesday, October 18, 11am PT (2pm ET)

Chat with Pat: Cognos 12
Wednesday, November 15, 11am PT (2pm ET)

Register at senturus.com/events

"!'g‘;’zé;'vSENTURUS
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Modern Bl: accelerated & accessible

e on /St .
Governance \
& security

)

Content ownership
& management

Training &
user support

@ Performance

& scalability
AI/ML

tlm ....................... @ ........................ ) Platform monitoring
enablement

Solution development

SENTURUS

OO

Data culture 1,]1\
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A long, strong history of success

22+ years
1400+ clients
3000+ projects

4% SENTURUS
Sl
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Q&A

If your question or issue
IS broader than what we
are able to answer today,

contact us at.:

InNfo@senturus.com

and we will set up a
free consultation.

"!'g‘;’zé;'vSENTURUS

L AN J Q&A

Welcome to Q&A

Questions you ask will show up
here. Only host and panelists
will be able to see all questions.

[ Type your question here...

é’. Who can see your questions?
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Thank You

SENTURUS

WWW.Senturus.com 888-601-6010 info@senturus.com

© 2023 by Senturus, Inc. This presentation may not be reused or distributed without the written consent of Senturus, Inc.
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