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Agenda

* Introductions

* Administration and manage
* Security

* Multi tenancy
 Architecture

» Upgrade

 Senturus overview
 Additional resources

* Q&A
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Introducing...Today’s Presenters

Greg McDonald Michael Weinhauer
Offering Manager Practice Area Director /
IBM Solutions Architect

Senturus, Inc.
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think 2019

Session 3684 — AdLinistration

Greg McDonald

Offering Manager

min

p—]
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Administration and Manage
Security

Multi Tenancy

Architecture

Upgrade

©2019 Senturus, Inc. All rights reserved.



Administration and Manage
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Goals of Manage

u=» IBM Cognos Analytics

2o People
Create and manage accounts and contacts

O, search
- Simplification of common tasks —
. Eliminate application restarts
. Manageability of Licenses
. Remove the Administration Console o

Manage systemn settings

. Enhanced logging Jp—

Manage themes and extensions

Team content i
m Manage activities

° Recent m Content

Create and manage content

E Data server connections

Multitenanc
’

Share services with multiple tenants

Collaboration
Manage collaboration settings

I-_I7| Administration consol le...

©2019 Senturus, Inc. All rights reserved. 9



Administration Console

e « Must use both to manage the system
el Ll ° Goal is to completely remove the
Licenses COﬂSOIG

Manage licenses

IBM Cognos Administration Greg McDonald (admin) LogOn~ & | * | B~ @~
Activities
Status curity Confiquration Library Multitenancy

Current Activities - Background activities
[T} Past Acti Totak0

ipcoming Activities

Manage activities

Content
Create and manage content

Waiting

Executing

Data server connections

pending

Create and manage connections

(®) Background activities
(O Interactive activities e

Ol | hame Request time & | Run by | Status ¢ | Priority ¢ | Tenant

Configuration
Manage system settings

No entries.

Last refresh time: September 5, 2018 12:54:17 PM
Customization

Manage themes and extensions

Muiltitenancy
Share services with multiple tenants

Administration console...

©2019 Senturus, Inc. All rights reserved. 10



Job Cart

Simple workflow

Select your content and it is added — _—
automatically

Simpler Ul that allows drag and drop for
easy job management

Setup Steps
. Administration tasks

Start by adding some steps

Run options

un order

©2019 Senturus, Inc. All rights reserved. 11



Routing Rules

- Simplification of Advance Routing Rule Management

- Define tags in Ul

. Drag and drop rules for simple organization and
management

Routing rules

Routing rules

Data tag Role tag

I My content

1 B Bank Data Module
By Team content

° Recent 2

B Data module forus

©2019 Senturus, Inc. All rights reserved.

W

= Any

& Analytics User

4

Server group

ServerGroupi

ServerGroup1
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Session and Diagnostic Logging

Diagnostic
Use this in an environment for intermittent
problems

Content Manager, CAMAAA ...

Session

Use this feature when a user can reproduce
the problem
Logs user activity at highest level of detall in

every CA component and service that
services the users request

NOTE: See Logging PowerPoint deck for additional details

13

©2019 Senturus, Inc. All rights reserved.



Session and Diagnostic Logging

® Greg McDonald
= gmcdonald@example.com
(admin)

My schedules and subscriptions

My preferences

Log my session

My Inbox

My Watch ltems

Sign in

Sign out

©2019 Senturus, Inc. All rights reserved.

User session logging

Session logging On

Log identifier Odcf7e03-e47c-4011-b564-46db923aed79

Session logging is used to enable detailed, diagnostic
logging for your current Cognos Analytics session.
Session logging can run for one hour maximum, but can
be turned off at any time.

A unigue identifier is generated to allow the administrator
to identify the session logging data. Record the log
identifier before you turn off the logging or close your
browser.

£ Diagnostic logging

Active topic:

Default logging setting

Built-in topics  Custom topics

DEFAULT LOGGING
DISP
MOSER

POGO_MSGS

DEFAULT LOGGING

14



Customization and Automation

Upload custom Themes and Extensions
Apply them to Cognos Roles
Set Default Home Page < Customization

Create custom sign in page R Views  Parameters
Samples provided

Home page

Sign in page

 Customization
Themes Extensions Views Parameters

&

Modified ~

©2019 Senturus, Inc. All rights reserved. 15



Data Server Connections

Creating and managing JDBC connections

Classic Query connections managed in
Administration Console

Al .
=" New data server connection Edit IBM Db2 connection

Created: JDBC URL:
2 o Modified:
renown Type: Connection jdbc:db2://<hostname=:<port>/<databasename:

Owner

General Settings Schemas® Permissions

Connection details

Authentication method Example URL

(@ Connect anonymously Connection properties: (7)

(:') Prompt for the user ID and password 7
() Use an External Namespace .
() Use the following signon:

®Te st Not tested

16
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Scheduling

Simple, easy to configure schedules

Schedules that offer full functionality for
administrators or power users

Subscription
- Notification in portal

Subscribe

‘When do you want to receive this report?

On day(s)

©2019 Senturus, Inc. All rights reserved.

Create schedule

17



My Schedules and Activities and Manage Activities

Simple to manage schedules
Functionality updated

(*) Run once
= Properties

< Activities Meodify this schedule

Schadule v [I}) View versions

v Schedule
Disable this schedule

I Upcoming

0 -1 Remove this schedule

Past

Set priority
Current

Use my credentials

8/24/2018

[ 2011..st DO a0

Jeff Vaughan

©2019 Senturus, Inc. All rights reserved. 18



People, Capabilities and Contacts

£ Capabilities

. Updated and moved to Manage
. Easy to create

O, Find

¢ People

Adaptive Analytics

> Administration

. Located for easy access Q Accounts

[ ]
Create and manage team members

Analysis Studio
Cognos Insight

> Cognos Viewer
Capabilities

Manage capabilities

> Collaborate
Controller Studio

Dashboard
Contacts

Data Manager
Create and manage contacts and h ¢

distribution lists

Data sets

Desktop Tools

Detailed Errors

Drill Through Assistant

I E A Event Studio

& Contacts o

4 O, search
Fan r—7 & =EEbE & Contact
1/ S

- Contacts ‘= Distribution list
08/08/2018 4:43 pm

- Distribution Lists I Folder
08/08/2018 4:43 pm

©2019 Senturus, Inc. All rights reserved. 19



System Configuration

. System Configuration Tasks
. No restarting the application

£ System

File uploads Security Diagnostic logging

Location of directory for data files:

./data/datafiles/

Encrypt new data files?

Size limit per upload of data:

Size limit of stored data per user:

©2019 Senturus, Inc. All rights reserved.

£ System

File uploads Security Diagnostic logging

HTTP strict transport of (I

Expiration period: 365 Days
£ System

File uploads Security Diagnostic logging -

Size limit for server log file:
Maximum number of backup server log files:

Enable user session logging

Size limit for user session log file (per user):
Maximum number of backup log files (per user session):

Automatically delete session log files after 48 hours

20



System Configuration

v Logging

o g;ze limit for server log file (M

. No more system restarts
. Ease of adding advanced setting configuration @ Eocb e ceeeon o
. Granular control of the Cognos Analytics System P aetr ettt

2 (MB)

o Maximum number of backup s
erver log files

o Maximum number of backup |

10
og files (per user session)

€ Dslete session log files after 48 hours

“ Advanced Settings
£ System

O, Search

€ Permissions filter read,write.executetrar

> Appearance
Custom settings are meant for advanced users only. Please co
nsult IBM documentation and follow IBM Support's instruction
s before medifying settings here.

> Security

Data

€ Custom ssttings
) » Logging Key

» Advanced Settings

©2019 Senturus, Inc. All rights reserved.



Security

©2019 Senturus, Inc. All rights reserved.
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Restricting Access to IBM Cognos Business Intelligence
Ensuring proper access to the application

The corporate directory server being used as the primary
authentication source contains more active user accounts than the
number of licensed Cognos users.

Restricting user access is critical for a secure environment
» Often overlooked feature
» User must be part of a named group in the Cognos Namespace

» Adds an extra level of security to Access Control Lists

Authentication - Component Properties

Inactivity timeout in seconds
Enable the encryption of passport credentials?
A.llow session information to be .,har:d buthun dient applications?
Reotict aceae i membrs of the b n nameapace? | @(Toe
=-[0F Cryptography Automatically renew trusted credential Primary namespace only
E Cognos Advanced properties <dlick the edit button>

©2019 Senturus, Inc. All rights reserved. 23



Package Based Capabilities Content based capabilities

Although certain users are licensed for a particular area of
functionality, it is important that they do not have access that
functionality when working with certain data sets

Mirror global capabilities to the Public Folders
» Ensures a consistent baseline that won't violate license assignments
* Licensed user capabilities managed through the Administration Console

 Allows ‘content administrators’ to manage their own capabilities to

reduce the burden on system administratm

G

its capabilities from a parent. You can override those capabilities with the capabilities set explicitly for this entry,
th

me |(apa

= IBM Cognos Analytics ome i caveryone 8 ) gy & SNABY%

< B > Samples Audit [+ I S = Audit
the existing capabilities of al chid entries,
Audit o
11/28/2018 12:35 PM Owner Created:  11/13/200:
o Modified: 11/28/2016 12:35 PM
Greg McDonald

B My content Type:  Package

O, search =

B Team content General Permissions Capabilities

° R t Capabilities

©2019 Senturus, Inc. All rights reserved. 24
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IBM enforces strict security and compliance standards and monitoring to ensure secure real-
time operations. This includes but not limited to, security health checks, vulnerability
management, establishment of services, patch management and PENetration testing.

Hardware Firewalls
VPN IPsec

Users access Bl on Cloud via browser. In transit
data encrypted using TLS 1.2 protocol

Only the reg ports or open between

VLAN's

Temp files are all encrypted using
standards from NIST SP 800 131a

Every Bl on Cloud customer is deployed
into a single VLAN. Each VLAN is further
separated into tiered VLAN's for additional
security

Inter component communication is encrypted
using standards from NIST SP 800 131a

Bl on Cloud communication to Content Store
is encrypted

gftware Firewall

DB2 content store uses data at rest
encryption.
Data at Rest Encrypted

26



Openid Connect

Web based security
OpenlD Connect
ADFS
Okta
Ping
Salesforce
Generic

OpenlD Connect
Authentication Proxy

©2019 Senturus, Inc. All rights reserved.

Web based security

SAML
IBMID

Custom Java Authentication
Provider

27



Auditing

NEW
- Dashboards and Stories

- Execute reports, dashboards and stories by package
for past 30 days

- Execute reports, dashboards and stories by user
- Deleted user account report functionality

©2019 Senturus, Inc. All rights reserved.
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Audit Extension

Cognos Analytics 11 — Audit Extension
Account Audit

All users in all configured namespace like
created date, basic preferences...

Content Audit

All content including object permission, search
path modified date...

Role/Capability Audit

Capabilities assigned to all Groups/Roles, which
users are assigned access and all users that
make up a group or role

https://developer.ibm.com/tutorials/ibm-cognos-11-audit-extension/

©2019 Senturus, Inc. All rights reserved. 29



Licenses

Switch prod/non-prod
New License Roles

- 4 license roles now created with
proper capabilities assigned

- Everyone is only part of System
Administrator

Used is a calculated value based on
capabilities of the user

Owned is input by the administrator

Free up license requires Content
Management cleanup (external
consistency check or manual)

©2019 Senturus, Inc. All rights reserved.

£ Licenses
Environment type
O Production
@ Non-production

Global license usage

Used licenses represent the number of users that have accessed the
product. You can set the number of owned licenses and view the
license usage by user.

Licenses

Analytics Administrator
Analytics Explorer
Analytics User
Information Distribution

Total (global licenses)

D., Last refresh
Export Sep 5, 2018 4:51 PM

=
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Multi Tenancy

©2019 Senturus, Inc. All rights reserved.
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Multitenancy
Faster time to value in a centralized environment

As part of our deployment infrastructure, it is required that
each business unit has their own ‘slice’ of the application.

« Application management is costly

« Complete isolation of tenant content in an IBM Cognos Analytics instance
» Reduce content proliferation through tenant based filters

* Reduce overhead of maintaining security policies

» Deploy tenant specific content

©2019 Senturus, Inc. All rights reserved. 32



Multitenancy
Faster time to value in a centralized environment

As part of our deployment infrastructure, it is required that
each business unit has its own ‘slice’ of the application.

« Enhanced security through multitenancy
« Tenant aware auditing

« Content assigned a tenant ID when created and only visible by
others within that tenant ID

» Reduce security exposure due to human error or oversight

©2019 Senturus, Inc. All rights reserved. 33



Multitenancy

sﬁg JXplorer eﬁg

inetOrgPerson

Photo: Image N/A
Common Mame:

Given Mame:

I5 alangdon sSurname:
E e Initials-
g awalker Title:
Email Address:

Description:

User Password:

Telephone Mumber:

Facsimile Number:

Home Phone Mumber:

Mobile Phone Mumber:

Pager:

URL:

©2019 Senturus, Inc. All rights reserved.



Architecture

©2019 Senturus, Inc. All rights reserved.
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Cognos Analytics Client / Services Architecture

Cognos Analytics Client Container — Any Device

Custom (non-Cognos) Client Portal Dashboards, Reports, Discoveries
Applications C10 Client Apps
(REST APIs coming soon) Conversation, Collaboration Modeling
REST
JSON JSON HTML
API REST Based Client Services S
ispatcher
. Glass + : Smarts ]
Content M | . ;
Compute Query odeling Bransion Admin Schedule Collab Smarts Explore S | Presentation !
Service Service @ C10 Core
A )
Services
gt ; ; User . Smarts Smarts P
Search .
Notification| | Reporting Config Profile Predict Insights Modeling
| Spark | : _
Spark Libert Websphere Libert
bt JDBC
-z
Content _.. . : o
Index Store Notification Mobile Audit 7

©2019 Senturus, Inc. All rights reserved.

Customer Data
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Cognos Analytics 11.0/11.1 Deployment Topology

Presentation

5
\s@i \Q\;} &@J B

—— L

Application HTTP RESTJSON %

ery] @
nos Analytics
ication
ervices ; =

????@?

?}g}?
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New Memory Requirements

11.0 Default Size 11.1 Default Size 11.1 Minimum Requirement Size
Dispatcher JVM 4 GB 8 GB 8 GB
Query Service JVM 4 GB 4 GB 4 GB
Compute Service JVM N/A 8 GB 8 GB

©2019 Senturus, Inc. All rights reserved. 38



Capacity planning

Core Sizing activities don’t change
from 10.2.2

- Default jvm’s increased in
Cognos Analytics

You previous sizing is the best
starting place

- Consider and test new
capabilities (dashboards/data
modules)

- Monitor, tune and adjust

Two new documents to help you
understand and tune your system

- Customer sizing guide

- Performance monitoring and
tuning

©2019 Senturus, Inc. All rights reserv

IEM

IBM Cognos Analytics 11.0 Bl High-Level

Hardware Sizing for New Implementations
Client Interview

Client Company Name

Date of Completion :’

39



Upgrading

©2019 Senturus, Inc. All rights reserved.
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Face the Truth !

‘ Upgrades requires Planning,

Preparation Validation




4 stages of the upgrade

A) Prepare: Create an upgrade plan
- o1k —

Proven Methodology |
 Included within the installation and o Vel date: e afou ) Exacuts: Craate Ao

or development system production system

configuration guide e e
 Recommended, proven workflow, -- P ——
approach to upgrade = pevecen
« Great starting point for the creation — |———m— " F—

| Test applications Test applications

of your plan! valdaierepots s
Apply lessons learned

* Review, evaluate, plan/execute B | s

| configuration issues praduction system configuration issues

and Adopt new features SR

Retest report -t;;::ntent Retest report E:bntent
Perform comparison tests

Revise upgrade plan Go Live!

D) Leverage: Adopt new features

IBM Cognos Upgrade Central
hitps:/fwww.ibm.com/software/analytics/cognos/customercenterfupgrade.html «
ing and deploying the latest release of your

©2019 Senturus, Inc. All rights reserved. 42



Comparing reports with Lifecycle Manager
Tasks
« Compare live Cognos environments, or static files using benchmark

« Users can manually define prompts, or to have LCM automatically set
prompt values for multiple reports at once

* |dentifies how you run and render your reports
— Run CQ reports in DQ

— Set output type of XML, HTML, PDF
Compare Viewer

* Side by side or over top comparison
* View by error type
 Highlight area of difference

- Navigate across pages

enturus, Inc. All rights reserved.



Comparing reports with Lifecycle Manager

Results

Source
Danube-Vottzainaldin1

Target

Helios-Vottzainaldin1

Find
REPORT HAME

LCM_DATA_DIFF

LCM_DIFF_AREA

LCM_DIFF_BACKGROUND_COLOR

©2019 Senturus, Inc. All rights reserved.

Project name Task name

test save project comparison

Source run rate

Target run rate

Comparison pass rate

SOURCETARGET

EXECUTION TIME

0.000

Source run failures Target run failures Comparison failures

VALIDATION

©

COMPARE

©
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Notices and disclaimers

© 2018 International Business Machines Corporation. No part of this
document may be reproduced or transmitted in any form without
written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or
disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to
products that have not yet been announced by IBM) has been reviewed
for accuracy as of the date of initial publication and could include
unintentional technical or typographical errors. IBM shall have no
responsibility to update this information. This document is distributed
“as is” without any warranty, either express or implied. In no event,
shall IBM be liable for any damage arising from the use of this
information, including but not limited to, loss of data, business
interruption, loss of profit or loss of opportunity. IBM products and
services are warranted per the terms and conditions of the agreements
under which they are provided.

IBM products are manufactured from new parts or new and used parts.
In some cases, a product may not be new and may have been previously
installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or product
plans are subject to change or withdrawal without notice.

©2019 Senturus, Inc. All rights reserved.

Performance data contained herein was generally obtained in a
controlled, isolated environments. Customer examples are presented as
illustrations of how those customers have used IBM products and the
results they may have achieved. Actual performance, cost, savings or
other results in other operating environments may vary.

References in this document to IBM products, programs, or services does
not imply that IBM intends to make such products, programs or services
available in all countries in which IBM operates or does business.

Workshops, sessions and associated materials may have been prepared
by independent session speakers, and do not necessarily reflect the
views of IBM. All materials and discussions are provided for informational
purposes only, and are neither intended to, nor shall constitute legal or
other guidance or advice to any individual participant or their specific
situation.

It is the customer’s responsibility to insure its own compliance with legal
requirements and to obtain advice of competent legal counsel as to

the identification and interpretation of any relevant laws and regulatory
requirements that may affect the customer’s business and any actions
the customer may need to take to comply with such laws. IBM does not
provide legal advice or represent or warrant that its services or products
will ensure that the customer follows any law.
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Notices and disclaimers
continued

Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other
publicly available sources. IBM has not tested those products about this
publication and cannot confirm the accuracy of performance, compatibility
or any other claims related to non-IBM products.

Questions on the capabilities of non-IBM products should be addressed
to the suppliers of those products. IBM does not warrant the quality of any
third-party products, or the ability of any such third-party products to
interoperate with IBM’s products. IBM expressly disclaims all
warranties, expressed or implied, including but not limited to, the
implied warranties of merchantability and fithess for a purpose.

The provision of the information contained herein is not intended to, and
does not, grant any right or license under any IBM patents, copyrights,
trademarks or other intellectual property right.

©2019 Senturus, Inc. All rights reserved.

IBM, the IBM logo, ibm.com and [names of other referenced IBM
products and services used in the presentation] are trademarks of
International Business Machines Corporation, registered in many
jurisdictions worldwide. Other product and service names might
be trademarks of IBM or other companies. A current list of IBM
trademarks is available on the Web at “Copyright and trademark
information” at: www.ibm.com/legal/copytrade.shtml.
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Upgrade Assistance - Options

* Quick Start
- Installation and configuration of development
environment plus full documentation

* Full Upgrade Implementation
- Full-service implementation across all appropriate
environments

- Bl Concierge
- Access to an entire team of Bl experts to fill in as
needed

Contact us at: info@senturus.com or 888 601 6010 ext. 85

{521 SENTURUS
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WHO WE ARE




Bridging the Gap between Data & Decision Making

amazon i

webservices~ Hortonworks

g 4 B

.mongo EI;' m

salesforce

"\ NETSUITE §Sas & cerner

(N)nerezza  ATRIZETTO Marké';g

Spoﬁz: JDEdwards
TeraDATA  Pivotal

HYY, oRracLe AN

ARIBA*

sQL
cloudera

@ ,
General Ledger

’ a,;‘;
(]

5 SENTURUS

oSy

Business Needs

a L

SENTURUS

Decisions & Actions

Analysis Ready Data
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Business Analytics Architects

 Dashboards, reporting &
visualizations

mp) Power Bl

- Data preparation & modern
data warehousing

* Self-service business analytics {i—} +ableau

* Salesforce reporting

* Proprietary software to _
enable bimodal Bl and IBM Cognos Analytics

platform migrations

"-,‘;;.;::;;i*SENTURUS
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“’SENTURUS

1200+ Clients, 2000+ Projects, 18+ Years

A _
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University of California
San Francisco

#§§ WAGNER
)

&
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SENTURUS

ADDITIONAL RESOURCES




Upcoming Events

www.senturus.com/events

ANALYST ALERT: DATA MODELING IS A MOVING BI TO THE CLOUD?
REQUIRED SKILL PROS, CONS & CONSIDERATIONS

FLAWED DATA AND BAD DECISIONS RESULT FROM POOR Thursday, April 11 - 11am PT (2pm ET) - 60 minutes
DATA MODELS

Thursday, March 28, 2019 - 11am PT (2pm ET) - 60 minutes

4% SENTURUS
S
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Free Resources

www.senturus.com/senturus-resources/

UPCOMING EVENTS RESOURCE LIBRARY BLOG

N

77~
NI
o

‘e
.

2
3

ss# SENTURUS
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Training Options

https://senturus.com/training/

REGULARLY SCHEDULED COURSES LARGE GROUP AND PRIVATE SELF-PACED LEARNING
We hold more than a dozen live, hands-on, INSTRUCTION Highly cost effective approach to learning
interactive courses in our virtual classroom each fundamental concepts and light technical skills

We offer many ways for your organization to
access private Cognos, Tableau and Power Bl
training including onsite or online group courses
and individual/small group mentoring.

month. Course topics cover the breadth of the
skillset for Cognos Analytics and Tableau.

with courses designed to address real-life
applications.

N

¥4 SENTURUS
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Q&A

If your question or
issue is broader than
what can be answered
today, contact us at

info@senturus.com

and we will set up a
free consultation.

{521 SENTURUS

@  ® GoloWebinar Control Panel
»  Audio
¥ Questions

Type question here.

Senturus Events
Webinar ID# 445-857-747

@ GoToWebinar

%7 send

©2019 Senturus, Inc. All rights reserve
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Thank You!

www.senturus.com
info@senturus.com
888 601 6010

D OOoR

Copyright 2019 by Senturus, Inc.

This entire presentation is copyrighted and may not be
reused or distributed without the written consent of
Senturus, Inc.
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