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Introducing…Today’s Presenters
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Administration and Manage
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Goals of Manage

• Simplification of common tasks

• Eliminate application restarts

• Manageability of Licenses

• Remove the Administration Console

• Enhanced logging
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Administration Console

• Must use both to manage the system

• Goal is to completely remove the 

console
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Job Cart

• Simple workflow

• Select your content and it is added 

automatically

• Simpler UI that allows drag and drop for 

easy job management

• Setup Steps

• Administration tasks
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Routing Rules

• Simplification of Advance Routing Rule Management

• Define tags in UI

• Drag and drop rules for simple organization and 

management
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Session and Diagnostic Logging

• Diagnostic

• Use this in an environment for intermittent 

problems

• Content Manager, CAMAAA …

• Session

• Use this feature when a user can reproduce 

the problem

• Logs user activity at highest level of detail in 

every CA component and service that 

services the users request
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NOTE: See Logging PowerPoint deck for additional details



Session and Diagnostic Logging
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Customization and Automation

• Upload custom Themes and Extensions

• Apply them to Cognos Roles

• Set Default Home Page

• Create custom sign in page

• Samples provided
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Data Server Connections

• Creating and managing JDBC connections

• Classic Query connections managed in 

Administration Console
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Scheduling

• Simple, easy to configure schedules

• Schedules that offer full functionality for 

administrators or power users

• Subscription

• Notification in portal
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My Schedules and Activities and Manage Activities

• Simple to manage schedules

• Functionality updated
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People, Capabilities and Contacts

• Updated and moved to Manage

• Easy to create

• Located for easy access
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System Configuration

• System Configuration Tasks

• No restarting the application
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System Configuration

• No more system restarts

• Ease of adding advanced setting configuration

• Granular control of the Cognos Analytics System 
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Security
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Restricting Access to IBM Cognos Business Intelligence
Ensuring proper access to the application

23

Restricting user access is critical for a secure environment

• Often overlooked feature

• User must be part of a named group in the Cognos Namespace

• Adds an extra level of security to Access Control Lists

The corporate directory server being used as the primary 

authentication source contains more active user accounts than the 

number of licensed Cognos users.
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Package Based Capabilities Content based capabilities

Mirror global capabilities to the Public Folders

• Ensures a consistent baseline that won’t violate license assignments

• Licensed user capabilities managed through the Administration Console

• Allows ‘content administrators’ to manage their own capabilities to 

reduce the burden on system administrators

Although certain users are licensed for a particular area of 

functionality, it is important that they do not have access that 

functionality when working with certain data sets 
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Securing Cognos Analytics

• Based on what we do in the cloud and in the lab

• Available on our Analytics Community

• Security Checklist that covers

• SSL to content store and reporting databases

• Securing components with SSL/TLS

• Suggested cryptography

• Also includes configuring IBM AppScan
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Openid Connect

Web based security

• OpenID Connect

• ADFS

• Okta

• Ping

• Salesforce

• Generic

• OpenID Connect 

Authentication Proxy

Web based security

• SAML

• IBMiD

• Custom Java Authentication 

Provider
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Auditing

NEW

• Dashboards and Stories

• Execute reports, dashboards and stories by package 

for past 30 days

• Execute reports, dashboards and stories by user

• Deleted user account report functionality
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Audit Extension

Cognos Analytics 11 – Audit Extension

• Account Audit

• All users in all configured namespace like 

created date, basic preferences…

• Content Audit

• All content including object permission, search 

path modified date…

• Role/Capability Audit

• Capabilities assigned to all Groups/Roles, which 

users are assigned access and all users that 

make up a group or role
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Licenses

• Switch prod/non-prod

• New License Roles

• 4 license roles now created with 

proper capabilities assigned

• Everyone is only part of System 

Administrator

• Used is a calculated value based on 

capabilities of the user

• Owned is input by the administrator

• Free up license requires Content 

Management cleanup (external 

consistency check or manual)
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Multi Tenancy
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Multitenancy
Faster time to value in a centralized environment

• Application management is costly

• Complete isolation of tenant content in an IBM Cognos Analytics instance

• Reduce content proliferation through tenant based filters

• Reduce overhead of maintaining security policies

• Deploy tenant specific content

As part of our deployment infrastructure, it is required that 

each business unit has their own ‘slice’ of the application.
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Multitenancy
Faster time to value in a centralized environment

• Enhanced security through multitenancy

• Tenant aware auditing

• Content assigned a tenant ID when created and only visible by 
others within that tenant ID

• Reduce security exposure due to human error or oversight

As part of our deployment infrastructure, it is required that 

each business unit has its own ‘slice’ of the application.
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Multitenancy
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Architecture
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Cognos Analytics 11.0/11.1 Deployment Topology
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11.0 Default Size 11.1 Default Size 11.1 Minimum Requirement Size 

Dispatcher JVM 4 GB 8 GB 8 GB

Query Service JVM 4 GB 4 GB 4 GB

Compute Service JVM N/A 8 GB 8 GB

New Memory Requirements
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Capacity planning

Core Sizing activities don’t change 
from 10.2.2

• Default jvm’s increased in 

Cognos Analytics

You previous sizing is the best 
starting place

• Consider and test new 

capabilities (dashboards/data 

modules)

• Monitor, tune and adjust

Two new documents to help you 
understand and tune your system

• Customer sizing guide

• Performance monitoring and 

tuning
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Upgrading
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Face the Truth !
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Proven Methodology
• Included within the installation and 

configuration guide
• Recommended, proven workflow, 

approach to upgrade
• Great starting point for the creation 

of your plan!
• Review, evaluate, plan/execute 

and  Adopt new features 

4 stages of the upgrade
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Tasks

• Compare live Cognos environments, or static files using benchmark

• Users can manually define prompts, or to have LCM automatically set 

prompt values for multiple reports at once

• Identifies how you run and render your reports

– Run CQ reports in DQ

– Set output type of XML, HTML, PDF
Compare Viewer

• Side by side or over top comparison

• View by error type

• Highlight area of difference

• Navigate across pages

Comparing reports with Lifecycle Manager
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Comparing reports with Lifecycle Manager
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Notices and disclaimers
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© 2018 International Business Machines Corporation. No part of this 

document may be reproduced or transmitted in any form without 

written permission from IBM.

U.S. Government Users Restricted Rights — use, duplication or 

disclosure restricted by GSA ADP Schedule Contract with IBM.

Information in these presentations (including information relating to 

products that have not yet been announced by IBM) has been reviewed 

for accuracy as of the date of initial publication and could include 

unintentional technical or typographical errors. IBM shall have no 

responsibility to update this information. This document is distributed 

“as is” without any warranty, either express or implied. In no event, 

shall IBM be liable for any damage arising from the use of this 

information, including but not limited to, loss of data, business 

interruption, loss of profit or loss of opportunity. IBM products and 

services are warranted per the terms and conditions of the agreements 

under which they are provided.

IBM products are manufactured from new parts or new and used parts. 

In some cases, a product may not be new and may have been previously 

installed. Regardless, our warranty terms apply.”

Any statements regarding IBM's future direction, intent or product 

plans are subject to change or withdrawal without notice.

Performance data contained herein was generally obtained in a 

controlled, isolated environments. Customer examples are presented as 

illustrations of how those customers have used IBM products and the 

results they may have achieved. Actual performance, cost, savings or 

other results in other operating environments may vary.

References in this document to IBM products, programs, or services does 

not imply that IBM intends to make such products, programs or services 

available in all countries in which IBM operates or does business.

Workshops, sessions and associated materials may have been prepared 

by independent session speakers, and do not necessarily reflect the 

views of IBM. All materials and discussions are provided for informational 

purposes only, and are neither intended to, nor shall constitute legal or 

other guidance or advice to any individual participant or their specific 

situation.

It is the customer’s responsibility to insure its own compliance with legal 

requirements and to obtain advice of competent legal counsel as to 

the identification and interpretation of any relevant laws and regulatory 

requirements that may affect the customer’s business and any actions 

the customer may need to take to comply with such laws. IBM does not 

provide legal advice or represent or warrant that its services or products 

will ensure that the customer follows any law.



Notices and disclaimers
continued

46©2019 Senturus, Inc. All rights reserved.

Information concerning non-IBM products was obtained from the 

suppliers of those products, their published announcements or other 

publicly available sources. IBM has not tested those products about this 

publication and cannot confirm the accuracy of performance, compatibility 

or any other claims related to non-IBM products.

Questions on the capabilities of non-IBM products should be addressed 

to the suppliers of those products. IBM does not warrant the quality of any 

third-party products, or the ability of any such third-party products to 

interoperate with IBM’s products. IBM expressly disclaims all 

warranties, expressed or implied, including but not limited to, the 

implied warranties of merchantability and fitness for a purpose.

The provision of the information contained herein is not intended to, and 

does not, grant any right or license under any IBM patents, copyrights, 

trademarks or other intellectual property right.

IBM, the IBM logo, ibm.com and [names of other referenced IBM 

products and services used in the presentation] are trademarks of 

International Business Machines Corporation, registered in many 

jurisdictions worldwide. Other product and service names might 

be trademarks of IBM or other companies. A current list of IBM 

trademarks is available on the Web at “Copyright and trademark 

information” at: www.ibm.com/legal/copytrade.shtml.

http://www.ibm.com/legal/copytrade.shtml


• Quick Start

- Installation and configuration of development 

environment plus full documentation

• Full Upgrade Implementation

- Full-service implementation across all appropriate 

environments

- BI Concierge

- Access to an entire team of BI experts to fill in as 

needed

Contact us at: info@senturus.com or 888 601 6010 ext. 85

Upgrade Assistance – Options
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Business Analytics Consultants

WHO WE ARE



Decisions & Actions
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Business Needs

Analysis Ready Data

Bridging the Gap between Data & Decision Making
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• Dashboards, reporting & 
visualizations

• Data preparation & modern 
data warehousing  

• Self-service business analytics 

• Salesforce reporting

• Proprietary software to 
enable bimodal BI and 
platform migrations

Business Analytics Architects
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1200+ Clients, 2000+ Projects, 18+ Years
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ADDITIONAL RESOURCES



Upcoming Events
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www.senturus.com/events
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www.senturus.com/senturus-resources/

Free Resources
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Training Options
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If your question or 
issue is broader than 
what can be answered 
today, contact us at 

info@senturus.com

and we will set up a 
free consultation.

Q&A

©2019 Senturus, Inc. All rights reserved. 56

mailto:info@senturus.com


Thank You!

www.senturus.com 

info@senturus.com

888 601 6010

Copyright 2019 by Senturus, Inc.  
This entire presentation is copyrighted and may not be 

reused or distributed without the written consent of 

Senturus, Inc.
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